


About Customer Registration 

This document details how USDA customers can obtain a USDA 
eAuthentication account that allows access to USDA web applications 
and services protected by eAuthentication.  
 

Customers may obtain an account with Level 1 or Level 2 access. 

These accounts are obtained through an electronic self-registration 
process. 

 
Note: If you are a USDA worker interested in registering for an eAuthentication 
account, please review the Internal User Registration Job Aid. 

 

 

2 



Contents 
 

 

• What Level of Access Do I Need? 

 

• Create an Account 
• Customer Level 1 Access Self-Registration Process 

• Customer Level 2 Access Self-Registration Process 

 

3 



What Level Do I Need? 

Before you can create an account, you need to determine what 
level of access is right for your needs: 

• Level 1 

• Visit a USDA web page that indicates a Level 1 account is necessary 

• Obtain general information about the USDA or its agencies 

• Participate in public surveys for a USDA agency 

• Level 2 

• Submit official business transactions via the Internet 

• Enter into a contract with the USDA 

• Submit forms or applications for the USDA via the Internet 
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https://identitymanager.eems.usda.gov/registration/index.aspx
https://identitymanager.eems.usda.gov/registration/index.aspx
https://www.eauth.usda.gov/


Level 1: Self-Registration Process 

To obtain a Level 1 USDA eAuthentication account, all customers must 
go to: 
https://identitymanager.eems.usda.gov/registration/selfRegistratio
nForm.aspx?level=1 

  

The four steps to self-register are:  

•  STEP 1: Account Registration 

•  STEP 2: Account Verification 

•  STEP 3: Confirmation Email 

•  STEP 4: Account Activation  
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https://identitymanager.eems.usda.gov/registration/selfRegistrationForm.aspx?level=1




Level 1: Step 1 (continued) 

• The next set of fields are for 
your security questions. Security 
questions are questions that 
only you know the answers to.  

• This feature assists you during 
self-service for a forgotten User 
ID or password.  

• It also ensures that your account 
is more secure from social 
engineering.  

• You can review and change your 
questions once you are logged 
into your eAuth account. 
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Level 1: Step 2 - Account Verification 

• This screen allows you to 
verify that your information is 
accurate before creating your 
account.  

• If there is any field that 
requires correction, please 
press the “Edit” button to 
return to the previous screen 
and make the correction. 

• If everything is correct, press 
the “Submit” button. 
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Level 1: Steps 3 & 4 - Account Activation 

• If you have registered with a valid email address, you should receive 
a confirmation email within a few minutes. The email contains a link 
to activate your new eAuthentication account. 

• Important: Please click on the link to activate your account. 

 

• If you have not received the confirmation email within 24 hours, 
please check your spam or junk folder.  
 

• For additional assistance contact the eAuthentication Help Desk at 
800-457-3642 (Option 1) or eAuthHelpDesk@ftc.usda.gov 
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mailto:eAuthHelpDesk@ftc.usda.gov


Level 2:  Self-Registration Process 

The Level 2 self-registration process is very similar to the Level 1 
process, except that you will need to be identity-proofed by a Local 
Registration Authority for the account to become Level 2.  
 

To obtain a Level 2 USDA eAuthentication account, go to: 
https://identitymanager.eems.usda.gov/registration/selfRegistrationForm.
aspx?level=2 

  The four (4) steps to self-register are:  

1.  STEP 1: Account Registration 

2.  STEP 2: Account Verification 

3.  STEP 3: Confirmation Email with LRA Instructions 

4.  STEP 4 : Account Activation  
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https://identitymanager.eems.usda.gov/registration/selfRegistrationForm.aspx?level=2
https://identitymanager.eems.usda.gov/registration/selfRegistrationForm.aspx?level=2










Level 2: Step 4 – Visit an LRA 

• You will need to visit a Local Registration 
Authority for identity proofing. 
 

• Please bring a valid government-issued 
photo ID.  Valid IDs are: 
• Driver’s License issued by a USA state or 

Canadian province. 

• Photo id card issued by a USA state or Canadian 
province. 

• US Military or US Federal Government PIV/CAC 
(Smart) identification card (DoD, DoS, DHS, NDU, 
etc.) 

• Valid passport issued by any country listed on the 
U.S. Department of State website.  
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Level 2: Step 4 – Visit an LRA 

• To locate an LRA, please visit 
http://offices.sc.egov.usda.gov/locator/app?ty
pe=lra  

• Note: Please call ahead for an appointment 
to ensure the LRA is available. 
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Contact the Help Desk 

If you experience any issues with self-registration or have 
eAuthentication-related questions, please contact the 
eAuthentication Help Desk for assistance: 

• 1-800-457-3642 (Option 1) 

• eAuthHelpDesk@ftc.usda.gov 
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